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Solving the Problem| | Data Structure Models and Algorithm Overview
Our approach to solving this problem B Root Hash / Merkle Root

was to leverage a 4D-tree blockchain
StIUCture Wlth a novel haSh algorlthm Standal’d BlOCkChaln et BU.hash(hashl + hash2 + parent_hash).hexdigest()

inspired by Merkle hashing in order to | » _ - N
increase performance and reduce The difference between a traditional blockchain and Sensor-Chain’s Merkle KD-Blockchain is noticeable.

overhead The binary tree structure is able to hold the same amount of blocks in a more advantageous way. OO ST e QU SR g UL

A KD-tree can be described simply as a binary tree with K different types of comparisons.
Traversal cycles through the tree’s dimensions at each layer in order to
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We also divide a traditionally compare a different dimensional value with every step.
larger network into self-regulating
clusters, which will alleviate memory
constraints.
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hashh = tree.subtree_hash

. node_1ist = .search_node_parent(tree)
dim[1]

while node_list: Merkle Hashing
L if node_list[1] is None: A traditional Merkle tree is constructed asan  Another key difference in our approach is the
I n S t a a t -I- O n dlm [2] if node_list[2]: auxiliary structure used to v_a!idate the.data in !oositional incorporation of the par?nt hash data
IR S node_list[6].subtree_hash = copy.deepcopy(concat_hashes( , hashh, node_list[8].subtree_hash)) alist as well as the positions of said data. into the parent’s subtree hash (v.s. just the data

This is done by hashing the data and constructing  of the children) in order to produce identical
a binary tree above the list so that only the leaf  results for identical subtrees.

When

. ing th ist[0].su sh = : shes(has ist[8].su s
Language' Python 5 Iinearci’?yn:)??cﬂggtruitures dlm[S] - node_list([8].subtres_hash = copy.despcopy(concat_hashes(hashh, , node_List{0].subtrea_hash)) nodes hold “real” data. All parent nodes contain ~ Without this we would instead detect subtrees
Depend encies: P I Flees e it only a single hash that is produced by _hashing with identica_l termin_al leafs. Furthfer efficiency is
& ickl approach maintained an average - —Liaklel- the positional concatenation of the child node provably achieved with a non-positional
Jjsonpickie max height equal to the max height . node_list[8].subtree_hash = copy.deepcopy( hashes. In our new Ellsworth tree implementation hashing implementation (e.g. hashing the
. pycryptodo me of a balanced binary tree plus a constant. dlm [O] concat_hashes(node_list[1].subtree_hash, hashh, node_list[6].subtree_hash)) the data is aIrea.d)./ storedin a b_inary fashion and chjldren in acommon sorted qrder vs. the
. pypu bsub This constant was also empirically found to H BN BN BN BN BN BN B Em ®m else: the merklg treeis mcorporated into the structure  axis determined by our depth in the 4D-tree).
be minimal compared to other research with node_list[8].subtree_hash = copy.deepcopy( of the data instead of being an external construct. Pub-Sub Implementation
_ _ . ; a similar approach.[1] concat_hashes(hashh, node_list[1].subtree_hash, node_list[0].subtree_hash)) i
The COde W].].]. run On Lln UX and WlndOWS. Blnary Tree Merk].e KD_tIee hashh = ﬂ@de_]_j_[;t[ ] ] .subtree_hash Topic: ‘c1’ Topic: ‘2" ° Nt;emt')bers Of Ehe neltWOIk
Once the necessary modules are installed, run Memory is impacted by: node_list = .search_node_parent(node_list[8]) eridsccar:] sutﬁntshegihuesstgr
the main.py file and the tests will start. R e o T awstess
Take Care! The datasets are Very .I.al’ge; W-I.th . Eiigssal(;tel%?sthe running code (and any]_engthy recursion)_ ef PEC_HEPQE[agg_nOdE. tr‘eel. 'tr‘ee?]: ;é?ge?i?aiﬁ.;staetrl\iﬁsl% i
enough time the computer running the code while not leveraged to_ b e e lass KDNode (BaseNode) o rode receive messages published
Wl“. S].OW dOWﬂ and begln Stau.].ng e uﬁiqaely, +The amount of duplicated data. sub to new topic: ‘2 EOV\EEEF] ﬂgézesrmove among
This is to be expected and is not an issue with efficient nearest neighbor Processing Speed ts impacted b: - s requized (weight- clusters, they unsub to their
the code. For a brief run use test 10. search algorithm that has ed for intensity; i.e. multiplication would weigh more than ef ( , data=None, left=None, right=None, axis=None, old cluster and sub to the
. : multiple MANET applications  addition) before a resuit is reached. , sel_axis=None, dimensions=None, size=8, right_size=8, left_size=08): new one.
To Choose the teStS' uncomment them N maln'py° and can even be used to 'gzrgetr?g?f;iggfggﬁﬁéses ehaithave fo be xunin sequence to Each node subscribes to the topic that represents the cluster it is a part of
improve the clustering ;rT]hednumbéer of [ﬁrocesses that have to be run in parallel to get
g € gesired result.
_Ru[:._.; main (1) algorlthm at a later Stage.[Z] .Speed of memory access. NOde Clustering
; . Clusters are defined by proximity and can be leveraged to save memory across MANET
H Number of cycles for test 5: 14
5: 15 hequire axis devices. The way this works is by not only limiting the number of nodes in the cluster
Number of cycles for test 5: 15 fi U _axis
‘  Mumber of cycles for test 5: 16 [l_qu;i;jm[ ' node): but by keeping a balanced ratio of new to old nodes. This is important because each node
gy "vmber of cycles for test 5: 17 test_node = treel.search_node(tree2) holds a record of all transactions created by the member nodes of its respective cluster
= umber of eyctes for test 51 48 e ' - and older nodes will have a larger number of transactions.
~ ::ztzz e B Clusters (and their respective node movements) are simulated based on a Random
I R H N » . Walk/Random Waypoint models as illustrated below. Nodes are each given a trajectory and
Number of cycles for test 5: 22 SR L R L S R LE ER LU velocity that is randomized within a range determined by the mobility factor set.
Number of cycles for test 5: 23
Number of cycles for test 5: 24 _ With more specificity: Each cluster is delineated by a segment on the coordinate plane. All
working output for a single test file 1f tree2.left: nodes start in the same cluster and then split off into 16 distinct clusters based on their
rec_merge(agg_node, treel, tree2.left) positions. As the nodes perform intra/inter-cluster movement they generate transactions;
Number of cycles for test 10: 13 1f tree2.right: at certain points, a chosen node will forge a block and add it to its cluster’s blockchain.
Number of cycles for test 8: 12 rec_merge(agg_node, treel, tree2.right) When a node moves to another cluster, its current blockchain is merged into the new
Number of cycles for test 7: 14 super (KDNode, ). (data, left, right) et cluster’s blockchain and all nodes receive the updated blockchain.
:U”Eep Oi C:Ct“ ;OP iei ’ _axis = axis agg_node.publish(tree2.data) our NoM
umper o cyclLes or es = i o e . ur 0 erge
umber of cycles for tes = iF = . .Sel_axls sel_axls . .
:U”Eep Oi C:Ctes ::OP ;Si : LT node.data.coords == -data.coords: dimensions = dimensions As seen in the rec_merge code the binary structure of our
e ) -Eize o if tree2. left: data is t.raversed ina t;aditional way. When an identical
Number of cycles for test 5: h _ de. dat ds[ is] < dat ds| s]: - : i . : rec_merge(agg_node, treel, tree2.left) subtree 1is spOtted by virtue of hash the merge can return
Number of cycles for test 7: 15 11 hode.da a'c“"o{ . '6;1“ s a_a'com‘l“ft s -right_size = right_size it tree2.right: and blocks will not be needlessly counted, thus providing an
ET - LE .Searcn_nodel{node) 1T - LE 15 T e ELSEe e o — ol a P .
Number of cycles for test 9: . left_size = left_size | rec_merge(agg_node, treel, tree2.right) efﬁ.Clency gain.
running all multithreaded tests et T e e .right is not Nome else None .5ubtree_hash = BU.hash( .data.coords).hexdigest() et
Data Gathering Results
Each portion of logic was proven against datasets with known results. Mobility Models for Ad Hoc Networks
Data was gathered and written into different .csv files for analysis. o ottt et mum terative ve. Recursive Conclusion Mihail L. Sichitiu
ef csv_bfprint(root, test_num): . Fig. 10.6 The movement of
While recursion is used throughout the project for . two groups, each with three
before_merge = time.time() algorithmic simplicity as well as to directly compare The clusters were shown to self-regulate as eXpeCted and limit the - nodes with a group mobility
. 5 . : 341 ] 1 - 'y ’ model
pub.unsubscribe(node_to_aggregate.node_listener, cluster_topic) previous results, the overall mem_ory load On_the sgn- eprnentlal growth of memory tradltlonally associated .W.I'th a b].'OCk
_ , iTer o e fFirst_tree. second. tree) sors can be reduced by switching to an iterative chain. The 4D-tree structure was found to be self balancing within an
ef comp_info(rootl, root2): - ' - : T _ standard. Where recursion has a memory load pro- o :
pub.subscribe(node_to_aggregate.node_listener, cluster_topic) e @ e T et o Gut A e, A i acceptable tolerance and the additional memory constraints negated
after_merge = time.time() - before_merge tive approach will limit the objects held in memory by the clustering protocol. The overhead of the merge function was
=f count_size(root): "c\lo dconstaa‘: siZ{el (f.g.k)s Nodes in search vs. Log N analyzed at different mobility values and was shown to be a key effi-
I 0des ON ENE Catt stack). ciency boost across the board as it relates to processes until merge
1=1 . v .
i root left e not Nene: completion. The efficiency of our approach was best observed in a Mobility factors
N L O LS temp = [root, ] higher mobility setting making it a definite candidate for solving the fGinen asa rangegrotm 1-10 Vt\)/hgﬁe, i ,10\{Velr mobility
i . R S e e ftest nun) _ )) Merge Efficiency . : : _ actor corresponds to a probabilistic-ly lesser vari-
if root.right is not None: S CE T REELs P problem of an efficient blockchain protocol for MANET devices. A sur S Deineen s lEr ©listere nodss snd & I
1 += count_size(root.right) tenpl = [1 ST Ty T S S S T S T ey prising efficiency boost was found for instances of low mobility as probabilistic distance from the cluster center. Like-
et 1 = Running Average Efficiency Rating == Running Average Efficiency Rating (After 250 Merges; . . . . . i . .
R temp2 = [] well making this a good candidate for solving the problem for IoT de- Wise, g,{htobﬂfltv fagtOF o 10t81\f/etsheaih f%ode adhéglh
: : ; ; : : - probability of wandering out of the cluster and trig-
while temp: o o vices as well. As there is now a hash 1nher1'tance in both t'emporal di S &) TSR, WA S SR € MU 6
i=1 g rections (as opposed to the linear heredity of a traditional block- merges is proportional to the mobility factor.
for x in temp: s T T T nTrd T chain) additional security applications can be considered in future
if 1% 2 == 1: =
3 WOIKS.

templ.append(str(x.data))

info = [6, 6, 6, B8, O] Measurements lnC.I'Ude: templ.append(x.subtree_hash)
1f T rootl: ° B]_OCk Va.l_.i_dat.i_on t.i_me LT X Left Merge Number Max Height of Balanced Binary Tree  Size of Blockchain

Proving the LogN relationship of our 4d Tree and its ability to
Self-Balance

ter1p2 - append (x.left) == Max Height of our 4d Tree (Recorded Pre and Post Merge)
et info ' i : 400
. Identical subtree info T I G Merge Efficiency L
else: . if x.right: Mobily Factor (2) Comparing Time To Merge
infolo] = 1 - Time to forge a block tenp2.append (x.right) e il g el oo v :
- - . temp2.append(x.data) 056 0.08 Total Running Average
test_node = root2.search_node(rootl) « Time to add a block else: = Low Mobility Running &
: templ.append(str(x)) 3 o4 Average
i ¢ B]-OCk branCh Slzes cw.writerow(list(templ)) % == Mid Mobility Running o0
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1f test_node.subtree_hash == rootl.subtree_hash: tenE - copy.deepcopy (temp2) IR LA S SRR R MRS SN o et e - Average RURNing Efficiency A
, : , B ' R % 0.04 Total Running Average Clinineflaitielin s ot =il
lr'I'F':'[ . ] = gount_size(rootl) temp2.clear() HEEEmES E (W/ Detectior?) g By Node Mobility Factor; Taken after 250th Merge
info[2] = 1 e Merge Efficiency = == |ow Mobility Running - x:::g:z:::;
info[3] = infolo] ef identical_subtrees(test_num, rootl, root2): AR e ) Average (w/ Detection) — Mobility Factor 3
1nToL.d = 1nToLL Efficiency Rating ((Blocks in Identical Subtrees - Number of Subtrees) / (Blockchain 2 Size) 0 02 A Mobility Factor 4
lr-l-F.:, [ ] _ lr-l-F.:, [ _ ] Running Average Efficiency Rating == Running Average Efficiency Rating (After 250 Merges) e — Mi d Mobility Running . . Mobiliy Factor s
s ] cw = csv.writer(open( {test_num} , )) 190 Average (w/ Detection) _ Mobility Factor
el info templ = [ L 07 High Mobility Running 0.50 e i
glse s Average (w/ Detection) R R
& 050 0.00 - -~ Mobility Factor 9
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temp = comp_1nfo(rootl.left, root2) temp = list(comp_info(rootl, root2))
info[e] += temp[o] temp[1] = count_size(root2) '\l;/IebrlgeFEfﬁcEL?ncy Average Merge Time
obility Factor
lr‘l-Fl::l [ _ ] T= te‘r]l:l [ _ ] ter]p? = [ter]p[ ' ] r ter]p [ L] r [ter]p[ ' ] - te‘rll:' [ L] . ter]p [ '] -] I Efficiency Rating ((Blocks in Identical Subtrees - Number of Subtrees) / (Blockchain 2 Size) Comparing the Efficiency of Identical Subtree Detection
- - Running Average Efficiency Rating == Running Average Efficiency Rating (After 250 Merges)
info[3] += temp[3] temp(2], templ3], templ4], 1.00 o e
infol4] temp[4] float(temp[4]/(temp[6])), float(templal/(temp[1]))] it s
) += o . L. 075 Mobility Factor 3
cw.writerow(list(temp2)) 3 Nobi
- . . g lity Factor 4
1f rootl.right: cx = csv.writer (open( {test_num-160} , 'a')) 3 o050 Mobilty Facor 5
- . ) _ $ = Mobility
temp = comp_info(rootl.right, root2) cx.writerow(list(temp2)) S o A | i, _ bty e
- - - - c . Vﬂ\ = Mohility Factor 8
info[B] += temp[O] node in nodes: 000 — Motiity Factor
: : : with open( {test_num} _ ='a') as branch_size: B I SRR AN R Rt et — Mobilty Factor 10
infol2] += templ2 : . :
_ [_] F'[_] branch_size_writer = csv.writer(branch_size, =", =5 Merge Number ﬂ“myxlwml:mlm
info[3] += temp[3] =csv.QUOTE_MINIMAL) : ™~ oty Fctor 3 widentcal Subtee Detecton
infol[4] += 'tE'Hp[-] branch_size_writer.writerow([cycles, node.cluster_id, node.node_id, node.blockchain.blocks.size, Mer_geEfﬁmency Mobility Factor 4 w/ldentical Subree Detection
_ _ _ _ _ Mobility Factor (5) 02 =" Mobility Factor 5 w/ldentical Subiree Detection
at s node.blockchain.blocks.left_size, node.blockchain.blocks.right_size, Effciency Rting (Blocks n identica Subtres - Number f Subires)  (Blockchaln 2 ize) e S
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D Mobility Factor 8 w/ldentical Subtree Detection
Mobility Factor 9 w/ldentical Subtree Detection
o WE == Mobility Factor 10 w/ldentical Subtree Detection
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