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Our approach to solving this problem
was to leverage a 4D-tree blockchain
structure with a novel hash algorithm
inspired by Merkle hashing in order to
increase performance and reduce
overhead.

We also divide a traditionally
larger network into self-regulating
clusters, which will alleviate memory
constraints.

Each portion of logic was proven against datasets with known results.
Data was gathered and written into different .csv files for analysis.
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Language: Python 3
Dependencies:
    • jsonpickle
    • pycryptodome
    • pypubsub

The code will run on Linux and Windows.
Once the necessary modules are installed, run
the main.py file and the tests will start.
Take care! The datasets are very large; with
enough time the computer running the code
will slow down and begin stalling.
This is to be expected and is not an issue with
the code. For a brief run use test 10.
To choose the tests, uncomment them in main.py.

Created by: Darren Ellsworth, Omar Guerra (2021)

A KD-tree can be described simply as a binary tree with K different types of comparisons.
Traversal cycles through the tree's dimensions at each layer in order to
compare a different dimensional value with every step.

The difference between a traditional blockchain and Sensor-Chain’s Merkle KD-Blockchain is noticeable.
The binary tree structure is able to hold the same amount of blocks in a more advantageous way.

Measurements include:
• Block validation time
• Identical subtree info
• Time to forge a block
• Time to add a block
• Block branch sizes

When
comparing the

linearity of the structures
it was found that our 4D-tree

approach maintained an average
max height equal to the max height

of a balanced binary tree plus a constant.
This constant was also empirically found to

be minimal compared to other research with
a similar approach.[1]

working output for a single test file

running all multithreaded tests

Binary TreeBinary Tree Merkle KD-treeMerkle KD-tree

add
dimensionality

add
dimensionality

compares using [<, >=]compares using [<, >=]

dim[0]dim[0]

dim[0]dim[0]

dim[1]dim[1]

dim[2]dim[2]

dim[3]dim[3]

Another key di�erence in our approach is the
positional incorporation of the parent hash data
into the parent’s subtree hash (v.s. just the data
of the children) in order to produce identical
results for identical subtrees.
Without this we would instead detect subtrees
with identical terminal leafs. Further e�ciency is
provably achieved with a non-positional
hashing implementation (e.g. hashing the
children in a common sorted order vs. the
axis determined by our depth in the 4D-tree).

A traditional Merkle tree is constructed as an
auxiliary structure used to validate the data in

a list as well as the positions of said data.
This is done by hashing the data and constructing

a binary tree above the list so that only the leaf
nodes hold “real” data. All parent nodes contain
only a single hash that is produced by hashing
the positional concatenation of the child node

hashes. In our new Ellsworth tree implementation
the data is already stored in a binary fashion and
the merkle tree is incorporated into the structure

of the data instead of being an external construct.

Node Clustering
Clusters are defined by proximity and can be leveraged to save memory across MANET 
devices. The way this works is by not only limiting the number of nodes in the cluster
but by keeping a balanced ratio of new to old nodes. This is important because each node 
holds a record of all transactions created by the member nodes of its respective cluster 
and older nodes will have a larger number of transactions. 
Clusters (and their respective node movements) are simulated based on a Random 
Walk/Random Waypoint models as illustrated below. Nodes are each given a trajectory and 
velocity that is randomized within a range determined by the mobility factor set.

With more specificity: Each cluster is delineated by a segment on the coordinate plane. All 
nodes start in the same cluster and then split off into 16 distinct clusters based on their 
positions. As the nodes perform intra/inter-cluster movement they generate transactions; 
at certain points, a chosen node will forge a block and add it to its cluster’s blockchain.
When a node moves to another cluster, its current blockchain is merged into the new 
cluster’s blockchain and all nodes receive the updated blockchain. 

Mobility factors
Given as a range from 1-10 where a lower mobility 
factor corresponds to a probabilistic-ly lesser vari-
ance between similarly clustered nodes and a lower 
probabilistic distance from the cluster center. Like-
wise, a mobility factor of 10 gives each node a high 
probability of wandering out of the cluster and trig-
gering a merge. With this setup the number of 
merges is proportional to the mobility factor.

• Members of the network 
subscribe to their cluster 
and can publish to these 
clusters
• Any member that is sub-
scribed to a cluster will 
receive messages published 
to that cluster
• When nodes move among 
clusters, they unsub to their 
old cluster and sub to the 
new one.

Our NoMerge
As seen in the rec_merge code the binary structure of our 
data is traversed in a traditional way. When an identical 
subtree is spotted by virtue of hash the merge can return 
and blocks will not be needlessly counted, thus providing an 
efficiency gain.

Pub-Sub Implementation

Merkle Hashing

Memory is impacted by:
•The size of each block (how much a block must store).
•The number of nodes per cluster and their individual rate of 
transactions.
•The size of the running code (and any lengthy recursion).
•How much has to be stored before the code completes and 
preliminary data can be dumped by the individual node.
•The amount of duplicated data.

Processing speed is impacted by:
•The weighted length of the code by actions required (weight-
ed for intensity; i.e. multiplication would weigh more than 
addition) before a result is reached. 
•The number of processes that have to be run in sequence to 
get the desired result. 
•The number of processes that have to be run in parallel to get 
the desired result. 
•Speed of memory access.

While not leveraged to
its fullest in this project,
KD-trees have a uniquely
efficient nearest neighbor
search algorithm that has
multiple MANET applications
and can even be used to
improve the clustering
algorithm at a later stage.[2]

Iterative vs. Recursive
While recursion is used throughout the project for 
algorithmic simplicity as well as to directly compare 
previous results, the overall memory load on the sen-
sors can be reduced by switching to an iterative 
standard. Where recursion has a memory load pro-
portional to the max height of our 4D-ree, an itera-
tive approach will limit the objects held in memory 
to constant size (e.g. 3 Nodes in search v.s. Log N 
Nodes on the call stack).

Conclusion
The clusters were shown to self-regulate as expected and limit the 
exponential growth of memory traditionally associated with a block-
chain. The 4D-tree structure was found to be self balancing within an 
acceptable tolerance and the additional memory constraints negated 
by the clustering protocol. The overhead of the merge function was 
analyzed at different mobility values and was shown to be a key effi-
ciency boost across the board as it relates to processes until merge 
completion. The efficiency of our approach was best observed in a 
higher mobility setting making it a definite candidate for solving the 
problem of an efficient blockchain protocol for MANET devices. A sur-
prising efficiency boost was found for instances of low mobility as 
well making this a good candidate for solving the problem for IoT de-
vices as well. As there is now a hash inheritance in both temporal di-
rections (as opposed to the linear heredity of a traditional block-
chain) additional security applications can be considered in future 
works.
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